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ABSTRAT

This document attempts txmain the primary mechanisms with which SCO has
attempted to protect their intellectual property as well asthey fell short of doing so.

In particular the serial number and action key (SNAK) combination, the license
data and the gastration ley shall be cweered.
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Overview

The product line of SCO Group, Inc. (SCO) consists of the OpeaSand UnixVére operating systems as
well as associated add-on sddiw, such as user licenses ovalepment kits. After SCO had gone bank-
rupt, UnXis, Inc. bought their UNIXUsiness and continued tofafit. UnXis, Inc. later renamed to Xin-
uos, Inc. The ng OpenSerer 10 operating systemfefed by Xinuos, Inc. is not gered by this docu-
ment; OpenSerr 10 esches digital rights management entirelgecause of this,SCO products’is still
used, gen though the products arewmaintained and sold by a ftifent entity

SCOs digital rights management consists of a number fdrdift parts:
1. the serial number (henceforth se) and actiation lkey, (actkey), forming the'SNAK’’,
2.  thelicense data indicating additional information about a product, and
3. the ragistration procedure.

The purchase of an SCO productypdes the byer with a SMK and license data if required.ofcontin-

ued use, a product usually also needs tafiistered. When the system prompts fogigtration, a rgistra-

tion lock (reglock) is displayed. The giock is then supposed to be entered together with personally iden-
tifying information on a Xinuos, Inc. web portal.

Serial Number and Activation Key

The pair of serial number and aetiion key, internally also calledSNAK'’, consists of a nine-character
serno and an eight-character &gtk The actky encodes the product ID, produatrsion and whether
license data is required as well as a checkseen the serno and the data contained in thesgctkhe first
three characters of the aeykdenote the product ID. The second triplet denotes the prodtsibr and
whether license data is required. The final tharacters are the checksum. While the serndestigély
an arbitrary string, the a@k is an all-lavercase string. ¢ example, a alid SNAK would be the serno
“SC0524572'and the actky “mnridxjo””. There are tw layers of protection: obscurity and a checksum.

The actkey is encrypted. Presumably because of cryptogragdport restrictions in the United
States of America, the encryption algorithm is weak. The cipttefie. the actky) is processed in
reverse, starting with the NUL. Each characteroted in the alphabet (a-z) by the pigus charactes’
offset in the alphabet. The first character to be decrypted, which is the last character in the string, will
always be unchanged by this algorithm. See incfrp() (decryption) and decfrp() (encryption) functions for
the implementation.

The second layer of protection is a simple checksuen the serno and the first six characters of the
decrypted actlly. See the mnsnc() function for the implementation.t

After decrypting the actly and \alidating the checksum, the decrypted egtls parsed. Both of the
data triplets in the actlit are encoded in base 26 with alphabet a-z; the most significant digit is written first.
For the ample abwe, the decrypted aa is “ahvneocao’. ‘‘ahv” decodes to OXCB (203), which is the
product ID. ‘neo” decodes to 0x22CA (8906), which contains the flag if license data is required and the
product \ersion. The ersion is contained in thevi@r three nibbles: 0x22CA & OxFFF equals 714. The
last decimal digit (4) denotes the min@rsion, the other ones denote the magsion (71). ‘co” is the
checksum &lue.

T “incfrp’” and ‘mnsnc’ are the names used by SCO. It is unclear what 8tand for “decfrp” has been
named that &y because the opposite of increment is decrement, asstimitigri ‘‘incfrp’’ stands for ‘incre-
ment’.



License Data

License data is required if bits 11-15 of the second triplet in theyaetjual 3. In the gen exkample, this

wasnt the case; the ralant bits equal 2 instead.alies other than 2 and 3 aredhd. License data is

used to supply additional information about a license and enforce restrictions. If license data is required, it
is printed alongside the 3 on Certificates of License and Authenticitifor exkample, license data could

look like this: ‘c4;k0;mjqs8r7’.

The core of the algorithm is an MD5 hastepa secretalue, the serno, the aetkand the rest of the
license data. Then, this hash is translated to a custom base 32 alphabet. It is important to note that the
license data is ordered by the flag charactexz for the m flag alays being at the end. See the file for
the implementation.

This algorithm is actually susceptible to lengitemsion attacks because the secret is merely
prepended and MD5 has no métgns for length-gension attacks. Hueever, because license data is
fairly strict in \alidating the input, it is not actually practical.

The following fields are knan:
c number of CPUs;
expiration of license in days; this is used fuakation licenses;

if no agument or a non-zero@rment is gien, r@istration is required, s more than one user can
access the system; if thegament is zero, no géstration is required,ut only one user can access the
system and possibly the nefxk stack is gimped;

u number of users that may access the system at the same time;

m  MD5 hash oer the license data secret, the serno, thesaetikd a canonicalizedevsion of the string
until this flag.

More flags ®ist. Atleastb, g, q hae been obseed hut their format and &cts are unknan.

Registration Key

Some products must begistered, else tlyeexpire after a set amount of time. Thivaives a peinstalla-

tion identifier the host ID (also referred to as node ID). The host ID and serial number are then combined
to generate the géstration ley. Because the host ID is €érent for each installation of a product, storing
registration leys is meaningless. Most &k, SCO realized the deficiencies of the simpleABNscheme

and added another layer of protection. Customers are meant to use an online pa@istetotieir prod-

ucts, which also checks for doubleyistrations of the same product, allag the identification of serial
numbers that he been shared. /etcdnd -k serno or scoadmin can be used to generate gisregion

lock. Some of the data there is superfluous fgistation code generation; it is surmised thay e col-

lected for statistical purposes. This also implies that SCO has customers, which may be a stretch in the first
place, especially considering the USD 2,500 price tag.

The core of the algorithm is an MD5 hasleoa secretalue, the host ID and the serno. The secret
value difers from the one used for the license data. After that, the first four bytes of the hasapgredsw
and then encoded in basel6 with a custom alphabet arwdchasacter checksum. Because this scheme is
symmetric, no actual interaction with SCO is required. Furthermore, no measures war®takscure
the secret — it is stored in the /et@bd binary with no obfuscation whatsez The secret alue used to
sign a rgistration ley is the same as the one used to create the m flag forgis&aton lock. There is
something truly profoundly wrong with this; | beli@ | need not spell it out. See theg.c file for the
implementation.

A registration lock may look lie this: ‘d180120;e380106;i203/71.4;0SC0O310807;uorxr
rwjwxz;mg7fuxu’. Like the license data, it is a flag string. The feifg flags are knan:

[ the product ID andersion; the product ID is separated by a slash, the product major and ernor v
sions are separated by a dot;

o] the serno;

u the host ID, encoded in somariation of base16 with a custom alphabet (kbwtacorhzgsejgx) with an
appended checksum;



m  MD5 hash wer the rgistration secret, and a canonicalizestsion of the string until this flag; the
canonicalization algorithm is the same as for license data.

Other flags ®ist, namely d and e uibtheir purpose is unkmm.

Conclusions

SCO has doneverything wrong that could possibly be done wrong, while also making matters much more
complicated for themseds than necessaryrhere are a total of four checksums: one in théA&Na differ-

ent one in the flag string for the license data, ferdint one in the flag string for thegrstration lock and a
different one for the mestration key. Furthermore, there are tasecrets: the one for the flag string in the
license data and the one used for both sides of th&tnaion process. And then there are threremint
encoding schemes: the encryption of thevatin ley, the encoding of the aetdtion ley (base 26), the
base 32 encoding in the m flag for license data agidtration lock and the base 16 encoding for tlgésre
tration key. It would not hae been necessary tedp this may separate encodings and algorithms around.

Due to poor operational securitg mostly complete code dump of SCO Unadd/leakd on the
Internet. Thg realized that &eping the /etc/land utility in the main tree wuld be dangerous, so itas
checled in only as a binary file. Ma@ver, the binary vas neither optimized nor stripped, makingense
engineering déctively trivial.

Because all secrets in this DRM mechanism arevkrto both SCO and /etc/md, rezerse engineer
ing is all that is required to breakezy layer of protection; there is no cryptographic layer of protection,
such as asymmetric signhaturegeothe rgistration ley. Elliptic curve signatures in a base64 encoding
would likely have been tolerable for users. Alternaty, a truncated RSA signature couldséadeen used
— a full signature wuld be too long for users to type into the terminal. The short Schnorr signatuies w
have been another option, used by Microsoft in thaddivs XP era.

None of this has a realesld impact and the estimated amount of lost sales tem@sde zero. The
only reasons tody an SCO product are eithegéey applications or the support contract that comes with
it. Legacy applications generally do not generatevrsales. Breaking the DRM mechanisms does not
cause a support contract to come intistence out of thin air



