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Kabuki Programmer

* Gatekeeper

— Controls writing to memory registers

* Security
— Prevents outsiders from reprograming the cpu



Kabuki Memory registers

108 x 1 bit registers

— Layout: Serial in. Parallel out.
— 72 bits: Decryption keys
— 16 bits: Memory decryption area definition

— 20 bits: Working memory



Kabuki Programmer

e Security implementation

— Not trivial: multi stage with significant obfuscation
— Required de-processing of several cpu layers

— Security Stages

#1 Signal setup

#2 Secret Door knock 1

#3 20 bit Secret key — Hardware obfuscated

#4 Secret Door knock 2



Stage 1 — Signal setup

A11E1 ~ 4OJA10
Az [ 2 39 [J A
A13E3 38:Aa
Ao [ 4 v A
As [ s 36 [] As
CLk [ & 3s [ As
Ds [ 7 34 [ A
0; (] 8 33[] A
Ds [ 8 32 ] A
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Stage 1 — Signal setup

a0 U a0 [] A
Az [ 2 39 [J A
A13E3 38:A3
Ao [ 4 v A
As [ s 36 [] As
CLk [ & 3s [ As
Ds [ 7 34 [ A
0; (] 8 33[] A
Ds ] 9 2] A
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Stage 2 — Door knock 1

W/

A11E1 4OJA10
Az [ 2 39 [J A
A13E3 38:A3
Ao [ 4 v A
As [ s 36 [] As
CLk [ & 3s [ As
Ds [ 7 34 [ A
0; (] 8 33[] A
Ds ] 9 2] A

0g [J 10 31 [ A
+5v ] 11 30 [ Ao
D (] 12 29 [ ] aNnD
0 [ 13 28 [] RFSH 10x
__ CLOCK PULSES
Do [T} 14 27 1
Dy [ 15 26
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Stage 2 — Door knock 1

— —

Memory registers
1 bit each



Stage 3 — 20 bit secret key

" Memory registers serially connected



Stage 3 — 20 bit secret key
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Memory registers serially connected



Stage 3 — 20 bit secret key
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Stage 3 — 20 bit secret key
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Stage 3 — 20 bit secret key
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Stage 3 — 20 bit secret key
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Stage 3 — 20 bit secret key

W/

A 0 a0 [] aq
Ay E P; 39 : Ag
A [ 3 38 [] As
A [ 4 a7 [ A
A [ s 36 [J A
CLk [ & 3s [ As
Dy [ 7 38 [] A4
0s (] 33 [] A
bs [ 9 2] A
0g [ 10 31 [ A
+5V E 1" 30 J Ao
0. [ 12 29 [ GND
07 [ 13 28 '] RFSH
Do [ 14 27 [[] M1
Dy [ 15 26 [ ] RESET
iNT ] 16 25 [ ] BUSREQ
Nmi [ 17 24 [] WAIT
HALT [] 18 23 [ ] BUSACK
MREQ WRE 22 [ ] WR
iorRa [ 20 21 [] RO

20 bit key sequence

1011 0111 1010 0100 0101

|



Key significance?

1011 0111 1010 0100 0101

Decimal: 752197

Hex: OxB7A45

Reversed
BIN 101000100101 11101101 DEC 665069 HEX O0xA25ED



Stage 4 — Door knock 2

Aqy E 1 ~ 40 J Aig
Az [ 2 39 [ A
Aqa E 3 38 : Ag
A [ 4 ar [ A
A [ s 36 [J A
CLK [] & 3s [ As
Dy [ 7 3 [] A
s [ 8 33 [ As
Ds ] 9 2] A
0g [ 10 31 [ A
+SD: E :; 22 % ::w 10 x Clock pulses
07 [ 13 28 '] RFSH
Do [ 14 27 [[] M1 EE——
Dy [ 15 26 [ ] RESET
iNT ] 16 25 [ ] BUSREQ
Nmi [ 17 24 [] WAIT
HALT [] 18 23 | BUSACK
MREQ [] 19 22 [ ] WR
iorRa [ 20 21 [] RO




Stage 4 — Door knock 2

5 x Memory registers
1 bit each

5 x XNOR



Programming

A 0 U a0 [] aq
A12E2 39:A9
A [ 3 38 [] As
A [ 4 a7 [ A
A [ s 36 [J A
CLk [ & 3s [ As
Dy [ 7 38 [] A4
Ds [ 8 33 ] As
bs [ 9 2] A
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What to program
Capcom Block Block Example

Work bits — default them to zero
o0000000000000000000

Address Key
900000000000001,0

Swap Key #2
1,1,0,1,0,0,0,1,0,0,0,0,1,1,1,1,0,1,0,1,1,0,0,1

Swap Key #1
90001,01,001,1,00,01,0,1,1,1,0,1,1,1,1

XOR Key
0,0,0,0,0,0,0, 1

Memory decryption area mask
1,1,1,0,0,0,0,0,0,0,0,0,0,0,0,0



Decryption keys

https://github.com/mamedev/mame/blob/

master/src/mame/machine/kabuki.c




Kabuki Desuicider
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